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Computer Security:

• Protection of hosts’ hardware and software against malevolent 

activities

• Aims to preserve various security properties 

(i.e., secrecy, availability, integrity, etc.)

Cyber Security:

• Protection of interconnected hosts on local and Internet 

networks against knowns and zero-day threats

• Aims at securing the OSI layers in a communication network
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Confidentiality/Secrecy

• Protects against unauthorized disclosure of information.

• The trait to keep some information confidential.

• Allows the intended receiver in a communication session to 

know what was sent, but unintended parties cannot determine 

what was sent.
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Integrity

• Ensuring that information will not be accidentally or maliciously 

altered or destroyed.

• The data is transmitted from source to destination without 

alteration.

• The message data can only be altered by the sender without 

detection.

• Integrity protects against unauthorized creation, alteration or 

destruction of data.
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Availability

• Guarantees that the service being requested is available for 

legitimate users.

• Techniques and protocols to prevent illegitimate misuse of a 

service. 
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Auditability

• Allows the track-back of OS, network and application activities. 

• Provides methods to alert, in real-time, of any anomalous 

behavior. 
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Non-repudiation

• Defined as the impossibility for one of the entities involved in a 

communication denying having participated in all or part of the 

communication.

• Provides a protection against false denial of having been 

involved in the communication.

• Aims to collect, maintain, make available, and validate 

irrefutable evidence in order to resolve disputes about the 

occurrence or non-occurrence of that event or action.
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Open System Interconnection 

(ISO/OSI reference model)
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ISO/OSI reference model

Application layer 
End-User Interaction

Application layer protocols
Name a few?

Presentation layer
Helps map application layer protocols to lower level layers

Provides common formats that the lower levels can understand
Compression/Encryption of application information is accomplished

Session layer
Establishes the concept of a session between two communicating hosts

Crucial for network investigation
Mapping of sessions

Measuring traffic/protocols/anomalies

Could be considered as virtual connections between applications
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ISO/OSI reference model

Transport layer
Decision between connection-oriented and connectionless 

Various functionalities
Segmentation

Error control

Multiple session handling

Network layer

Provides logical addressing to route packets

Routing algorithms
Buffering and queuing theories

Encapsulated data into the notion of packets
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ISO/OSI reference model

Data-link layer
Allows devices to access the network 

Introduces the concept of physical addresses
Prepares data to be sent over network media

Adapts to the physical medium

Physical layer
Deals with putting the frame on the wire

Establishes hardware requirements
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ISO/OSI reference model-Relation to TCP/IP

OSI TCP/IP
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The Insecurity of the IoT Paradigm

Neshenko, N., Bou-Harb, E., Crichigno, J., Kaddoum, G. and Ghani, N., 2019. Demystifying IoT 
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Detecting scanning from Infected IoT nodes

Malicious scans from compromised IoT devices

– 2 TB of Darknet Data (Daily)

– 840K global IoT exploitations (25K in the US)

– Exploitations in health services, manufacturing plants, gov. entitles
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Cyber Security Workforce

• Huge skills gap; more than 75% of organizations report that they are 

facing a severe crisis when it comes to acquiring talents related to data 

science, cyberinfrastructure, and cyber security.

• In need by industry, academia and the public sector (DHS, DoD, 

Airforce, USSS, NSA, etc.)

• More than 300 jobs (as of Oct 5th, 2020) in San Antonio listed on 

google job’s site

Dell, IBM, Deloitte, USAA, EY, Siemens, USAA, Booz Allen, etc.
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Cyber Security Workforce
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